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ABSTRACT--Online social networks(OSNs)have become more and more popular in the whole world. 

People share their personal activities, views and opinions among different OSNs. The users' interactions 

with these social sites, such as Instagram and Facebook have a tremendous impact and occasionally 

undesirable repercussions for daily life. The prominent social networking sites have turned into a target 

platform for the spammers to disperse a huge amount of irrelevant and deleterious information. We take 

Instagram, it has become one of the most extravagantly used platforms of all times and therefore allows 

an unreasonable amount of spam. Fake users send undesired post to users to promote services or websites 

that not only affect legitimate users but also disrupt resource consumption. Moreover, the possibility of 

expanding invalid information to users through fake identities has increased that results in the unrolling 

of harmful content. Recently, the detection of spammers and identification of fake users on Instagram has 

become a common area of research in contemporary online social Networks (OSNs). In this paper, we 

perform a review of techniques used for detecting spammers on Instagram. Moreover, a taxonomy of the 

Instagram spam detection approaches is presented that classifies the techniques based on their ability to 

detect: fake content, spam based on URL, spam in trending topics, and fake users. The presented 

techniques are also compared based on various features, such as user features, content features, graph 

features, structure features, and time features. We are hopeful that the presented study will be a useful 

resource for researchers to find the highlights of recent developments in Instagram spam detection on a 

single platform. 

 
I. INTRODUCTION 

 
It has become quite unpretentious to obtain any 
kind of information from any source across the 
world by using the Internet. The increased 
demand of social sites permits users to collect 
abundant amount of information and data about 
users. Huge volumes of data available on these 
sites also draw the attention of fake users. 
Instagram has rapidly become an online source 
for acquiring real-time information about users. 
Instagram is an Online Social Network (OSN) 
where users can share anything and everything, 
such as news, opinions and even their moods. 
Several arguments can be held over different 
topics, such as politics, current affairs, and 
important events. When a user post something, it 

 
is instantly conveyed to his/her followers, 
allowing them to outspread the received 
information at a much broader level. With the 
evolution of OSNs, the need to study and 
analyze users' behaviors in online social 
platforms has intense. Many people who do not 
have much information regarding the OSNs can 
easily be tricked by the fraudsters. There is also 

a demand to combat and place a control on the 
people who use OSNs only for advertisements 
and thus spam other people's accounts. 
 
Recently, the detection of spam in social 
networking sites attracted the attention of 
researchers. Spam detection is a difficult task in 
maintaining the security of social networks. It is 
essential to recognize spam’s in the OSN sites to 
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save users from various kinds of malicious 
attacks and to preserve their security and 
privacy. The hazardous maneuvers adopted by 
spammers cause massive destruction of the 
community in the real world. Instagram 
spammers have various objectives, such as 
spreading invalid information, fake news, 
rumors, and spontaneous messages. Spammers 
achieve their malicious objectives through 
advertisements and several other means where 
they support different mailing lists and 
subsequently dispatch spam messages randomly 

to broadcast their interests. These activities 
cause disturbance to the original users who are 
known as non-spammers. In addition, it also 
decreases the repute of the OSN platforms. 
Therefore, it is essential to design a scheme to 
spot spammers so that corrective efforts can be 
taken to counter their malicious activities. 
Several research works have been carried out in 
the domain of Instagram spam detection. To 
encompass the existing state-of the- art, a few 
surveys have also been carried out on fake user 
identification from Instagram. Tingeing at all 

provide a survey of new methods and techniques 
to identify Instagram spam detection. The above 
survey presents a comparative study of the 
current approaches. On the other hand, the 
authors in conducted a survey on different 
behaviors exhibited by spammers on Instagram 
social network. The study also provides a 
literature review that recognizes the existence of 
spammers on Instagram social network. Despite 
all the existing studies, there is still a gap in the 
existing literature. Therefore, to bridge the gap, 

we review state-of-the-art in the spammer 
detection and fake user Identification on 
Instagram. Moreover, this survey presents 
taxonomy of the Instagram spam detection 
approaches and attempts to offer a detailed 
description of recent developments in the 
domain. 

Organization  
The rest of this paper is arranged as follows. The 
Related works is described in Section II. The 
System analysis is Section III. The details of 
System implementation in Section IV. Finally, 
conclusions and Future Enhancements are given 
in Section V. 
 

II. RELATED WORK 

 
Automatically identifying fake news in popular 
Instagram threads In formation quality in social 
media is an increasingly important issue, but 

web-scale data hinders experts' ability to assess 
and correct much of the inaccurate content, or 
"fake news," present in these platforms. This 
paper develops a method for automating fake 
news detection on Instagram by learning to 
predict accuracy assessments in two credibility-
focused Twitter datasets: CREDBANK, a crowd 
sourced dataset of accuracy assessments for 
events in Twitter, and PHEME, a dataset of 
potential rumors in Twitter and journalistic 
assessments of their accuracies. We apply this 

method to twitter content sourced from Buzz 
Feed's fake news dataset and show models 
trained against crowd sourced workers 
outperform models based on journalists' 
assessment and models trained on a pooled 
dataset of both crowd sourced workers and 
journalists. All three datasets, aligned into a 
uniform format, are also publicly available. A 
feature analysis then identifies features that are 
most predictive for crowd sourced and 
journalistic accuracy assessments, results of 
which are consistent with prior work. We close 

with a discussion contrasting accuracy and 
credibility and why models of non-experts 
outperform models of journalists for fake news 
detection in Twitter. A performance evaluation 
of machine learning-based streaming spam 
tweets detection The popularity of Twitter 
attracts more and more spammers. Spammers 
send unwanted tweets to Twitter users to 
promote websites or services, which are harmful 
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to normal users. In order to stop spammers, 

researchers have proposed a number of 
mechanisms. The focus of recent works is on the 
application of machine learning techniques into 
Twitter spam detection. However, tweets are 
retrieved in a streaming way, and Twitter 
provides the Streaming API for developers and 
researchers to access public tweets in real time. 
There lacks a performance evaluation of existing 
machine learning-based streaming spam 
detection methods. In this paper, we bridged the 
gap by carrying out a performance evaluation, 
which was from three different aspects of data, 
feature, and model. A big ground-truth of over 
600 million public tweets was created by using a 
commercial URL-based security tool. For real-
time spam detection, we further extracted 12 
lightweight features for tweet representation. 
Spam detection was then transformed to a binary 
classification problem in the feature space and 
can be solved by conventional machine learning 
algorithms. We evaluated the impact of different 
factors to the spam detection performance, 
which included spam to no spam ratio, feature 

discretization, training data size, data sampling, 
time-related data, and machine learning 
algorithms. The results show the streaming spam 
tweet detection is still a big challenge and a 
robust detection technique should take into 
account the three aspects of data, feature, and 
model. A model-based approach for identifying 
spammers in social networks In this paper, we 
view the task of identifying spammers in social 
networks from a mixture modeling perspective, 
based on which we devise a principled 

unsupervised approach to detect spammers. In 
our approach, we first represent each user of the 
social network with a feature vector that reflects 
its behavior and interactions with other 
participants. Next, based on the estimated users 
feature vectors, we propose a statistical 
framework that uses the Dirichlet distribution in 
order to identify spammers. The proposed 
approach is able to automatically discriminate 

 
between spammers and legitimate users, while 
existing unsupervised approaches require human 
intervention in order to set informal threshold 
parameters to detect spammers. Furthermore, 
our approach is general in the sense that it can 
be applied to different online social sites. To 
demonstrate the suitability of the proposed 
method, we conducted experiments on real data 
extracted from Instagram and Twitter. 
 
 

 

III. SYSTEM ANALYSIS 

Existing System 
 
The existing systems use very fewer factors to 
decide whether an account is fake or not. The 
most common algorithm used by fake account 
detection Applications is the Random forest 
algorithm. There is an exceptional improvement 
in fake account creation, which is unmatched by 
the software or application used to detect the 
fake account. 
 
Proposed System  
The aim of this paper is to identify different 

approaches of spam detection on Instagram and 
to present a taxonomy by classifying these 
approaches into several categories. For 
classification, we have identified four means of 
reporting spammers that can be helpful in 
identifying fake identities of users. Spammers 
can be identified based on: (i) fake content, (ii) 
URL based spam detection, (iii) detecting spam 
in trending topics, and (iv)fake user 
identification. Moreover, the analysis also shows 
that several machine learning-based techniques 
can be effective for identifying spam’s on 
Instagram. However, the selection of the most 
feasible techniques and methods is highly 
dependent on the available data. 
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IV. SYSTEM DESIGN  

System Architecture  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig: System Architecture 

 

MODULES 

 System Construction Module



 Anomaly Detection Based on URL



 Machine Learning technique



 Detection of Spammer



 
MODULE DESCRIPTIONS  
System Construction Module  
Where after the existing users can send 
messages to privately and publicly, options are 
built. Users can also share post with others. The 
user can able to search the other user profiles 
and public posts. In this module users can also 
accept and send friend requests. With all the 
basic feature of Online Social Networking 
System modules is build up in the initial 
module, to prove and evaluate our system 
features. We present the proposed framework for 
metadata features are extracted from available 
additional information regarding the post of a 
user, whereas content-based features aim to 
observe the message posting behaviour of a user 
and the quality of the text that the user uses in 
posts.  
Anomaly Detection Based On URL  
The proposed methodology, which is used to 
identify various anomalous activities from social 
networking sites, for example, Instagram, 

 
comprises the following features.URL ranking 
in which the URL rank is identified such that 
how authentic a URL is. Similarity of post 
includes posting of same post again and again. 
 
Time difference between post involves posting 
of five or more post during the time period of 
one minute. Malware content consists of 
malware URL that can damage the system. 
 
Machine Learning Technique: The number of 
features, which are associated with post content, 
and the characteristics of users are recognized 

for the detection of spammers. These features 
are considered as the characteristics of machine 
learning process for categorizing users, i.e., to 
know whether they are spammers or not. In 
order to recognize the approach for detecting 
spammers on Instagram, the labelled collection 
in pre-classification of spammer and non-
spammers has been done. Next, those steps are 
taken which are needed for the construction of 
labelled collection and acquired various desired 
properties. In other words, steps which are 
essential to be examined to develop the 

collection of users that can be labelled as 
spammers or no spammers. At the end, user 
attributes are identified based on their behaviour, 
e.g., who they interact with and what is the 
frequency of their interaction. In order to 
confirm this instinct, features of users of the 
labelled collection has been checked. Two 
attribute sets are considered, i.e., content 
attributes and user behaviour attributes, to 
differentiate one user from the other 
 
Detection of Spammer: In this module, we 

implement the collection of post with respect to 
trending topics on Instagram. After storing the 
post in a particular file format, the post are 
subsequently analyzed. Labelling of spam is 
performed to check through all datasets that are 
available to detect the malignant URL. Feature 
extraction separates the characteristics construct 
based on the language model that uses language 
as a tool and helps in determining whether the 
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post are fake or not. The classification of data 
set is performed by short listing the set of post 
that is described by the set of features provided 
to the classifier to instruct the model and to 
acquire the knowledge for spam detection. The 
spam detection uses the classification technique 
to accept post as the input and classify the spam 
and non-spam. 
 
SOFTWARE ENVIRONMENT 

The Java Platform  
A platform is the hardware or software 

environment in which a program runs. We’ve 
already mentioned some of the most popular 
platforms like Windows 2000, Linux, Solaris, 
and Mac OS. Most platforms can be described as 
a combination of the operating system and 
hardware. The Java platform differs from most 
other platforms in that it’s a software-only 
platform that runs on top of other hardware-
based platforms. The Java API is a large 
collection of ready-made software components 
that provide many useful capabilities, such as 
graphical user interface (GUI) widgets. The Java 

API is grouped into libraries of related classes 
and interfaces. Highlights what functionality 
some of the packages in the Java API provide. 
 
ODBC  
Microsoft Open Database Connectivity (ODBC) 
is a standard programming interface for 
application developers and database systems 
providers. Before ODBC became a de facto 
standard for Windows programs to interface 
with database systems, programmers had to use 
proprietary languages for each database they 
wanted to connect to. Now, ODBC has made the 
choice of the database system almost irrelevant 
from a coding perspective, which is as it should 
be. Application developers have much more 
important things to worry about than the syntax 
that is needed to port their program from one 
database to another when business needs 
suddenly change.  
JDBC 

 
In an effort to set an independent database 

standard API for Java; Sun Microsystems 
developed Java Database Connectivity, or 
JDBC. JDBC offers a generic SQL database 
access mechanism that provides a consistent 
interface to a variety of RDBMSs. This 
consistent interface is achieved through the use 
of “plug-in” database connectivity modules, or 
drivers. If a database vendor wishes to have 

JDBC support, he or she must provide the driver 
for each platform that the database and Java run 
on.  
SQL Level API  
The designers felt that their main goal was to 
define a SQL interface for Java. Although not 
the lowest database interface level possible, it is 
at a low enough level for higher-level tools and 
APIs to be created. Conversely, it is at a high 
enough level for application programmers to use 
it confidently. Attaining this goal allows for 
future tool vendors to “generate” JDBC code 
and to hide many of JDBC’s complexities from 
the end user.  
SQL Conformance  
SQL syntax varies as you move from database 
vendor to database vendor. In an effort to 
support a wide variety of vendors, JDBC will 
allow any query statement to be passed through 
it to the underlying database driver. This allows 
the connectivity module to handle non-standard 
functionality in a manner that is suitable for its 
users. 
 
NETWORKING  
TCP/IP stack  
The TCP/IP stack is shorter than the OSI one: 
TCP is a connection-oriented protocol; UDP 
(User Datagram Protocol) is a connectionless 
protocol. 
 
IP datagram’s  
The IP layer provides a connectionless and 
unreliable delivery system. It considers each 
datagram independently of the others. Any 
association between datagram must be supplied 
by the higher layers. The IP layer supplies a 
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checksum that includes its own header. The 
header includes the source and destination 
addresses. The IP layer handles routing through 
an Internet. It is also responsible for breaking up 
large datagram into smaller ones for 
transmission and reassembling them at the other 
end. 
 
UDP  
UDP is also connectionless and unreliable. What 
it adds to IP is a checksum for the contents of 
the datagram and port numbers. 
 
These are used to give a client/server model - 
see later. 
 
TCP  
TCP supplies logic to give a reliable connection-
oriented protocol above IP. It provides a virtual 
circuit that two processes can use to 
communicate.  
Internet addresses  
In order to use a service, you must be able to 
find it. The Internet uses an address scheme for 
machines so that they can be located. The 
address is a 32 bit integer which gives the IP 

address. This encodes a network ID and more 
addressing. The network ID falls into various 
classes according to the size of the network 
address.  
Network address  
Class A uses 8 bits for the network address with 
24 bits left over for other addressing. Class B 
uses 16 bit network addressing. Class C uses 24 
bit network addressing and class D uses all 32.  
Subnet address  
Internally, the UNIX network is divided into sub 
networks. Building 11 is currently on one sub 
network and uses 10-bit addressing, allowing 
1024 different hosts.  
Host address  
8 bits are finally used for host addresses within 
our subnet. This places a limit of 256 machines 
that can be on the subnet.  
Port addresses  
A service exists on a host, and is identified by its 
port. This is a 16 bit number. To send a message 

 
to a server, you send it to the port for that 
service of the host that it is running on. This is 
not location transparency! Certain of these ports 
are "well known". depend on whether TCP or 
UDP is used. Two processes wishing to 
communicate over a network create a socket 
each. These are similar to two ends of a pipe - 
but the actual pipe does not yet exist  
JFree Chart  
A socket is a data structure maintained by the 
system to handle network connections. A socket 
is created using the call socket. It returns an 
integer that is like a file descriptor. In fact, under 
Windows, this handle can be used with Read 
File and Write File functions 

 
V. CONCLUSION  

We performed a review of techniques used for 
detecting spammers on Instagram. In addition, 
we also presented a taxonomy of Instagram 
spam detection approaches and categorized them 
as fake content detection, URL based spam 
detection, spam detection in trending topics, and 
fake user detection techniques. We also 

compared the presented techniques based on 
several features, such as user features, content 
features, graph features, structure features, and 
time features. Moreover, the techniques were 
also compared in terms of their specified goals 
and datasets used. It is anticipated that the 
presented review will help researchers find the 
information on state-of-the-art Instagram spam 
detection techniques in a consolidated form. 
Despite the development of efficient and 
effective approaches for the spam detection and 

fake user identification on Instagram , there are 
still certain open areas that require considerable 
attention by the researchers. Another associated 
topic that is worth investigating is the 
identification of rumours sources on social 
media. Although a few studies based on 
statistical method shave already been conducted 
to detect the sources of rumours, more 
sophisticated approaches, e.g., social network 
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based approaches, can be applied because of 
their proven effectiveness. 

 

FUTURE ENHANCEMENTS  
We have come up with an ingenious way to 
detect fake accounts on OSNs By using machine 
learning algorithms to its full extent, we have 
eliminated the need for manual prediction of a 
fake account, which needs a lot of human 
resources and is also a time-consuming process. 
the advancement in the creation of fake 
accounts. 

 

REFERENCES 

 

[1] C. Chen, Y. Wang, J. Zhang, Y. Xiang, W. 
Zhou, and G. Min, ``Statistical features-based 
real-time detection of drifted Twitter 
spam,''IEEE Trans.Inf. Forensics Security, vol. 
12, no. 4, pp. 914_925, Apr. 2017. 

 
[2] C. Buntain and J. Golbeck, ``Automatically 
identifying fake news in popularTwitter 
threads,'' in Proc. IEEE Int. Conf. Smart Cloud 
(SmartCloud),Nov. 2017, pp. 208_215. 

 
[3] C. Chen, J. Zhang, Y. Xie, Y. Xiang,W. 
Zhou, M. M. Hassan, A. AlElaiwi,and M. 
Alrubaian, ``A performance evaluation of 
machine learning-basedstreaming spam tweets  
detection,''IEEE Trans. Comput. Social 
Syst.,vol. 2, no. 3, pp. 65_76, Sep. 2015 

 
[4] B. Erçahin, Ö. Akta³, D. Kilinç, and C. 
Akyol, ``Twitter fake accountdetection,'' in Proc. 
Int. Conf. Comput. Sci. Eng. (UBMK), Oct. 
2017,pp. 388_392. 

 
[5] F. Benevenuto, G. Magno, T. Rodrigues, and 
V. Almeida, ``Detectingspammers on Twitter,'' 
in Proc. Collaboration, Electron. Messaging, 
Anti-Abuse Spam Conf. (CEAS), vol. 6, Jul. 
2010, p. 12. 

 
[6] S. Gharge, and M. Chavan, ``An integrated 
approach for malicious tweetsdetection using 
NLP,'' in Proc. Int. Conf. Inventive Commun. 
Comput.Technol. (ICICCT), Mar. 2017, pp. 
435_438. 

 
[7] S. J. Soman, ``A survey on behaviors 
exhibited by spammers in popularsocial media 
networks,'' in Proc. Int. Conf. Circuit, Power 
Comput. Tech-nol. (ICCPCT), Mar. 2016, pp. 
1_6. 

http://www.ijsrem.com/

